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CONSTITUTIONAL COURT OF SOUTH AFRICA

amaBhungane Centre for Investigative Journalism NPC and Another v Minister of Justice and Correctional Services and Others;
Minister of Police v amaBhungane Centre for Investigative Journalism NPC and Others

CCT 278/19 and CCT 279/19
 
Date of hearing: 25 February 2020

________________________________________________________________________

MEDIA SUMMARY
________________________________________________________________________

The following explanatory note is provided to assist the media in reporting this case and is not binding on the Constitutional Court or any member of the Court.

On Tuesday, 25 February 2020 at 10h00 the Constitutional Court will hear two applications that have been consolidated.  These concern the judgment and orders of the High Court of South Africa, Gauteng Division, Pretoria (High Court), wherein the High Court declared the Regulation of Interception of Communications and Provision of Communication-Related Information Act 70 of 2002 (RICA) unconstitutional, to the extent that it fails to contain adequate safeguards to protect the rights to privacy, access to courts, freedom of expression and the media, and legal privilege.

The applicants in the first application are the amaBhungane Centre for Investigative Journalism NPC and Stephen Sole, a journalist who found out, fortuitously, that he had been the subject of surveillance (applicants).  The applicants approached the High Court on the basis of the following challenges to RICA: (i) RICA makes no provision for a subject of surveillance ever to be notified that she or he has been subjected to surveillance (notification issue); (ii) RICA lacks safeguards regarding the designated judge and the process of evaluating an application for an interception direction.  In particular, the applicants claimed that RICA (a) fails to ensure the independence of the designated judge, which fulfils a critical function under RICA (designated judge issue); and (b) lacks any form of adversarial process, in terms of which the interests of the subject of the intended surveillance can be protected and ventilated before an order is granted (adversarial process issue); (iii) RICA lacks adequate safeguards regarding archiving of data and accessibility of archived communications.  In particular, the applicants challenged (a) the lengthy period for mandatory retention of communicated-relation information by electronic communications service providers (retention issue); and (b) the procedures to be used in examining, copying, sharing, sorting through, using, destroying and/or storing the surveillance data (management of information issue); and (iv) RICA fails to provide any special circumstances where the subject of surveillance is a journalist or practising lawyer (confidentiality and privilege issue).

The applicants further argued that the bulk interception currently undertaken by the National Communication Centre under the Minister of State Security is not authorised by RICA or any other law.

The High Court accepted that various rights, primarily the right to privacy, are violated by surveillance and interception of communications.  The High Court accordingly approached the issues raised primarily from the perspective of section 36.  More specifically, it considered whether the subtraction from these constitutionally guaranteed rights is reasonable and justifiable, particularly considering “less restrictive means” to achieve the government’s purpose.  The High Court considered practices in other jurisdictions and held in favour of the applicants on the notification issue, the designated judge issue, the adversarial process issue, the management of information issue and the confidentiality and privilege issue.  RICA was accordingly declared constitutionally invalid to the extent of these failures.  The declaration of invalidity was suspended for two years to allow Parliament to cure the defects.  Interim relief, in the form of reading-in, was granted in respect of the notification issue, the designated judge issue and the confidentiality and privilege issue.

The High Court further held that the bulk interceptions carried out by the National Communications Centre are not authorised by the National Strategic Intelligence Act 39 of 1994, which only provides for targeted (not bulk) interceptions, in terms of RICA.  RICA, in turn, does not authorise bulk interceptions.  These bulk interceptions were accordingly found to be unlawful and invalid.

The applicants have accordingly approached the Constitutional Court for confirmation of the High Court’s judgment and orders, save for that relating to costs.  This application has been opposed by the Minister of Justice, the Minister of Police and the Minister of State Security.

The Minister of Justice argues that the Court should afford the executive and the legislature an opportunity to address the constitutionally impermissible provisions of RICA through practical provisions that serve the objectives of law enforcement and the investigation of serious crime, in an unrestricted manner, within the confines of the Constitution.  The Minister of Justice accordingly argues that, in determining the scope and extent to which the Court may interfere with the impugned provisions, the Court should take into account the doctrine of separation of powers.  The Minister of Justice additionally argues that certain aspects of the reading-in provisions have unintended consequential effects on other provisions of RICA, which have otherwise not been declared unconstitutional, and therefore need to be revised accordingly.  Finally, the Minister of Justice argues that the proposed two-year suspension period is insufficient for the executive to revise the policy and initiate the necessary legislation to allow Parliament to cure the defects.

The Minister of Police partially appeals the judgment and orders of the High Court.  In particular, the Minister of Police appeals against the High Court order in respect of the notification issue under CCT 279/19 or, in the event that the appeal is not upheld, opposes the confirmation of this order under CCT 278/19.  The Minister submits that RICA does not limit access to courts.  This is because, if the surveillance comes to the subject’s knowledge, RICA does not oust the courts’ jurisdiction.  However, even if the lack of post-surveillance notification is found to limit the right of access to courts, this limitation is reasonable and justifiable in terms of section 36 of the Constitution.  The protection of safety justifies the limitation on the right of access to courts, which like the right to privacy is not absolute.  Ultimately, both pre- and post-surveillance notification is inimical to the efficacy of interception of communications, particularly since investigation of criminal conduct is often an on-going process to which there is no definitive endpoint.  Finally, the Minister of Police contends that the expansive nature of the proposed reading-in by the High Court trespasses onto the legislative and executive terrain.

In response to the Minister of Police’s appeal, the applicants argue that a one-size-fits-all blanket secrecy approach fails to satisfy section 36 and is inconsistent with comparative foreign jurisdictions.  The applicants note that courts are not required to interfere in State policy on investigating and preventing crime.  Rather, courts are required to exercise judicial oversight where fundamental rights are infringed, and where there are less restrictive means to achieve the purpose sought.  Judicial deference is accordingly not required in this instance.  The applicants further challenge the Minister of Police’s characterisation of the notification issue as one involving the right of access to courts only.

The Minister of State Security appeals the whole judgment and orders of the High Court.  She submits that post-surveillance notification would defeat the very purpose of the surveillance, which requires continuous secrecy for intelligence gathering purposes.  The Minister maintains that the provisions of RICA are sufficient to safeguard the interests of the subjects of surveillance against unlawful dissemination of data, empowering the designated judge to take necessary steps to protect against any perceived dangers.  As regards journalists and lawyers, the Minister emphasises that the State Security Agency collects intelligence for security purposes, and that the Constitution does not prohibit the gathering of such from these professions.  Lawyers and journalists already enjoy sufficient protection in law, in that they cannot be compelled to disclose privileged communications.  The Minister also submits that the High Court erred in concluding that bulk surveillance is not authorised by law.  Lastly, and in general, the Minister contends that the provisions of RICA constitute a reasonable and justifiable limitation of rights as contemplated in section 36.

Media Monitoring Africa Trust (Media Monitoring) has been admitted as the first amicus curiae.  It submits that, in addition to the grounds of unconstitutionality raised by the applicants, there is a need for RICA to provide additional safeguards to protect the best interests of children, to the extent that the communications and personal information of children are intercepted subject to the current surveillance regime.  Media Monitoring further argues that NGOs serve a similar function in our society to that of the media, as a public watchdog.  It submits that the High Court’s findings regarding journalists should apply equally to NGOs, so that NGOs can engage with activists, social movements and whistle-blowers, and investigate matters of public and corporate accountability, without fear of retaliation or reprisal.

Right2Know (R2K) and Privacy International (PI) have been admitted as the second and third amici curiae, respectively.  With respect to the notification issue, R2K argues that the prohibition on post-surveillance notification violates section 38 of the Constitution, which enshrines the right to approach a court for relief where constitutional rights are infringed.  Secondly, R2K argues that the failure to ensure the designated judge is independent is primarily a violation of the right to privacy.  The designated judge operates in secrecy, which demands a higher degree of structural independence.  It claims that these arguments are supported by foreign and international law.  With respect to the management of information issue, PI supports the High Court’s order, but argues that it is inappropriately narrow and should be expanded to include the absence of safeguards for the storage of information by private companies holding metadata that is not gathered through an interception.  It also contends that this approach is supported by international and comparative law.  In respect of the bulk surveillance issue, it supports the applicants’ arguments, and argues that even if authorised by law, bulk surveillance would be unconstitutional and contrary to international law.
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